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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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* See the attached detailed Office action for a list of the certified copies not received. 



Attachments) 

1) ^ Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Pa P© r No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5 ) D Notice of Informal Patent Application (PTO-152) 

Paper No(s)/Mail Date . 6) □ Other: . 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 7-05) 



Office.Action Summary 



Part of Paper No./Mail Date 20050914 



Application/Control Number: 10/612,292 Page 2 

Art Unit: 3621 

DETAILED ACTION 

Applicant's election without traverse of claims 4-8 and 30-33 in the reply filed on 
7/5/05 is acknowledged. Applicant's addition of claims 37-48 is also acknowledged. 

The requirement is still deemed proper and is therefore made FINAL. A 
complete reply to the final rejection must include cancellation of nonelected claims or 
other appropriate action (37 CFR 1.144) See MPEP § 821.01. 

Claims 1-3, 9-29 and 34-36 are hereby cancelled. 

Claims 4-8, 30-33, and 37-48 have been examined. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 4-6, 8, 30-32, 37-48 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Ogg et al., U.S. patent 6,868,406. 

As per claims 4 and 30, Ogg et al. discloses a method/ machine-readable 
medium comprising: 

selectively auditing a number of transactions between a computing device and a 
separate device based on a type for the number of transactions, wherein selectively 
auditing of the number of transactions includes securely storing at least one attribute of 
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selected audited transactions within the computing device (col.2, 60-63; col.3, 1-6; 
abstract). 

As per claims 5 and 31 , Ogg et al. discloses wherein securely storing the at least 
one attribute of one of the selected audited transactions comprises: 

storing at least one attribute of the selected audited transaction into an audit log 
into a memory in the computing device (col.1 1 , 59-67; col. 12, 1-3); and 

encrypting the audit log based on an encryption key that is generated and stored 
within the computing device (col.12, 15-26; col.18, 25-29; col.20, 50-59). 

As per claims 6 and 32, Ogg et al. discloses wherein securely storing the at least 
one attribute comprises: 

generating an integrity metric of the audit log (col.43, 1-27; col.11, 59-67; col.12, 1- 

3); and 

generating a signature of the integrity metric with a signature key that is generated 
and stored within the computing device (col.43, 1-27; col.11, 59-67; col.12, 1-3). 

As per claim 8, Ogg et al. discloses wherein the at least one attribute is selected 
from a group consisting of the type of transaction, a monetary amount of the transaction 
and a time of the transaction (col.32, 1-14). 

As per claims 37 and 43, Ogg et al. discloses wherein selectively auditing of the 
number of transactions includes opening an audit session (col. 26, 61-64; col.34, 42-54; 
col. 35, 1-21) upon receipt of one of the selected audited transactions, wherein securely 
storing the at least one attribute of one of the selected audited transactions includes 
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storing at least one attribute of the selected audited transaction into an audit log into a 

memory in the computing device (col.11, 59-67; col. 12, 1-3). 

As per claims 38 and 44, Ogg et al. discloses wherein selectively auditing of the 

number of transactions further comprises: 

closing the audit session (col.26, 61-64; col.34, 42-54; col.35, 1-21); and 
generating a hash of the audit log after the audit session is closed (col.1 1 , 59-67; 

col. 12, 1-3). 

As per claims 39 and 45, Ogg et al. discloses wherein selectively auditing of the 
number of transactions further comprises generating a digital signature of the hash based 
a first encryption key, after the audit session is closed (col.43, 1-27; col. 12, 15-26; col. 18, 
25-29; col.20, 50-59). 

As per claims 40 and 46, Ogg et al. discloses wherein selectively auditing of the 
number of transactions further comprises storing the hash and the digital signature in the 
audit log, after the audit session is closed (col.11, 59-67; col.12, 1-3). 

As per claims 41 and 47, Ogg et al. discloses wherein selectively auditing of the 
number of transactions further comprises encrypting the at least one attribute with a 
second encryption key, after the audit session is closed (col.12, 15-26; col.18, 25-29; 
col.20, 50-59). 

As per claims 42 and 48, Ogg et al. discloses wherein the at least one attribute is 
selected from a group consisting of the type of transaction, a monetary amount of the 
transaction and a time of the transaction (col.32, 1-14). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 7 and 33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ogg et al., U.S. patent 6,868,406 as applied to claims 6 and 32 above, and further in 
view of Scullion et al., U.S. patent 4,734,865. 

Ogg et al. discloses wherein securely storing the at least one attribute as 
discussed above. Ogg et al. further discloses wherein securely storing the at least one 
attribute comprises: storing a value, the integrity metric (data) and the signature (data) in 
the audit log (storing data into the audit log) (col.43, 1-27). Ogg et al. does not disclose 
incrementing an audit counter. Scullion et al. discloses incrementing an audit counter 
(col. 15, 19-44). It would have been obvious to modify Ogg et al. to include incrementing 
an audit counter such as that taught by Scullion et al. in order to keep track of the number 
of transactions in the order by which they were audited. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Behrang Badii whose telephone number is 571-272- 
6879. The examiner can normally be reached on Monday-Friday. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on 571-272-6712. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Any response to this action should be mailed to: 



Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 



or faxed to (703)872-9306 

Hand delivered responses should be brought to 



United States Patent and Trademark Office 
Customer Service Window 
Randolph Building 
401 Dulany Street 

Alexandria, VA 22314 / 
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Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the Technology Center 3600 Customer Service 
Office whose telephone number is (703) 306-5771. 

Behrang Badii 
Patent Examiner 
Art Unit 3621 

BB 



